2008

Amarillo College Tactical
Technology Plan

Amarillo College Tactical Technology Plan



Contents

Amarillo College Tactical Technology PLAI ...........coooiiiiiiiiiiiieieeeee e 3
Section 1.0 - Culture, Governance and Technology-support Organization .............cccceeevuvveeeeeeeeeniennnn. 4
Section 1 - Plan and ODJECTIVES ......cocuviveiiii i et eeeeeeeee e e eeeeee e e e e e e e e erreeeeeeeeeeearreeeaeeeeeeens 5
Section 2.0 - PoliCY and ProCeAUIES. ........oo.iiiiieiiieeeeee et eeeeeeee e et e e e e e eeeareeeeeeeeeeenannns 6
Section 2- Plan and ODJECTIVES ......coovivvveiiei et eeee e e e e e e e eaaeeeeeeeeeerarrreereeeeeeens 7
Section 3.0 - Strategic Planning and Resource UtIliZation ..........ccccovvveiiiiiiiiiiiinieeee e 8
Section 3- Plan and ODJECtIVES ......coovivvveiiei et eee e e e e e e e e e reeeeeeeeeeearrreereeeeeaens 8
Section 4.0 — Application EffeCtIVEINESS ...uuuuuuuuuriiiiiiiiiiiiiiiiiiiiiiiiiiiiititararaaaeaaaaaraaerara—————————————————————————————— 9
Section 4- Plan and ODJeCtiVES ......cocuuiiiiiiii ittt e e e e e et e e e e e e e eaabaaeaaaaeaeens 10
Budget and ROAAIMAD .....oooooiiiiiiiiicec e e e e e e e e e e e ettt e e e e e e e e earaaraaaaeeeeaans 11
Impact Area 1 - Culture, Governance and Technology Support Organization ...........ccccceeeveeeennnnenn. 11
Impact Area 2 — Policy and ProCeduUres ..........coocciiiiiiii ittt e e e e eeitvre e e e e e e eeaaes 12
Impact Area 3 — Strategic Planning and Resource Utilization ...........ccccccoeiiiiiiiiiiiiiiiiiiiiiiiieeee e, 13
Impact Area 4 — Application EffeCtiVeness . .....ccoooiuvviiiiiiiiieieeeeee et e 16
Tactical Plan SUMINATY ...........oooooiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeee ettt e e e e e e e e e e e e e e e e e e eeeaeaees 17
Appendix A - IT Tactical Plan Background ................uuvuviiiiiiiiiiiiiiiiiiiiiiiiirireierersrerernrnrerererrer—.—————. 18
B30} o NPT PTPUUUPPUPRRt 18

| ol =T g Dot 1B N PSS UUSSPI 19
LAN/WAN/MAN . ...ttt et ette et ete e ettt esteesteeassaeessseeassseeasseeansseessseeassseessseesnsseessseesssesansseessseennes 19
NetWork Operations CeIEET ......ccoceieeieieieieieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e e e eeee e e e e e e e e eeeeeeeeeeeeeeeeeeeeeeeeeeeeens 20
ACtIVE DIreCtOry DESIZN . uuiiiiii i i ittt et e e e eeeeta e e e e e e eeeettaareeeeeeeeettareeaaaeeeeainraaes 21
DESKEOD SUPPOTE TOOLS ..vvviiiiiiiiiiiiiiiieee ettt eeee et e e e e eeee e e e e e e e e eeeaataaeeeaeeeeestarsseeaeeeeeasnensees 21
DSOS ittt et e et e e e e e e e e e e e e eeet————aaeeeeeaa—a——aaaaeeeeaattaraaaaeeeeaataraareaaas 22
POliCies ANd ProCEAUIES. ....cccciiiiiiiiei e ettt ettt ettt e e ettt e e e eiteeeestaeeeesabbeeesssbaeeeessaeesenssaaasessseeeesnssseesennses 22
Datate]l COLLBAZUE ......eeiiieiiieeciiee ettt e e ettt e e ettt e e e stte e e e tbeeeessbaeesesssbaeeesssaeeeessseasessseeesanssseesansseens 22
Instructional Technology and Distance Learning..........cccccovvvviiiiiiiiiiiiiiieee et 23
GOVETTIATICE . ..evteeeeuiiieeeeittee e ettt e e e eittee e s atteeesaabteeesaabteeesasbteee s abaaeesaateeeesnbeeeesanbeeeesanbeeeesansaaeesanseneessnsaeesanes 24
1 1 30 =SSOSR 24
General Recommendations and ObSErvatiONS ...........occuiiiiiriiiiieiiiiieeeeiieeeeeieee ettt e et eeeeeeeeeseaeeeessanes 25
N 10 B0 0o F: B OSSP URR U PPUURIR 27

Amarillo Tactical Technology Plan - 2008 2



AMARILLO COLLEGE TACTICAL TECHNOLOGY PLAN

Amarillo College’s Strategic Plan clearly outlines the institutional vision. This plan contains several
objectives that target the information technology area. The faculty, staff and administration shared
a distinct and innovative vision for ways to serve students through the application of technology.
That vision is reflected throughout the Strategic Plan. The vision includes:

e Delivering high quality online degrees and certificates

e Providing online student services, programs and access on a 24/7 basis

o Creating efficiencies in administrative processes

e Utilizing state of the art classroom technologies
This vision was communicated at every level—from the President to faculty to students. While the
vision has not been reached, Amarillo College has the fundamental resources to meet its objectives
and realize their vision within a relatively short time. AC’s strengths include:

e Robust enterprise resource planning system

¢ Sound infrastructure

e Staff that are interested and committed to student success
Colleges and universities that are able to reach their vision utilize a best-practice approach to
building the environment to support the outcome and plan the resource deployment accordingly.
This tactical technology plan outlines the priorities and objectives to be accomplished during 2008

that will advance Amarillo College in reaching the vision.

Amarillo College in its strategic plan outlines five fundamental principles for the application of
technology:

o The College will make funding of the IT tactical plan a fundamental budget priority
e Infrastructure will be sufficient to support the mission
e Principles of technological best practice will be followed to the extent possible

e Management of information technology resources (equipment, manpower, development, etc.)
will be an effective, open, participatory process

e The College will seek positive ways to encourage technological adoption by employees and
students.

Each of these principles will be applied in this plan.
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Impact Areas

The following four areas have been identified as the most critical areas to impact the vision for
information technology. These four areas are:

1. Culture, Governance and Technology-support Organization
2. Policy and Procedures

3. Strategic Planning and Resource Utilization

4. Enterprise Application Effectiveness

This plan briefly identifies the issues confronting AC in each area, but more importantly provides a
means to alleviate issues, deploy best practices, and reach the goals.

Section 1.0 - Culture, Governance and Technology-support Organization

Amarillo College has developed its technology organization, like many colleges, on an as-needed
basis. As new technologies emerged, those were deployed by the existing staff, and within the
confines of the existing knowledgebase. The IT organization is the locus of control for virtually all
technological applications — including the Datatel Colleague system. In addition, the IT organization
is perceived to be the area that determines how technology dollars are spent.

Recognized as a best practice among community colleges is the notion that information technology
services should employ adequate staff to maintain its day-to-day ongoing operations. The staff
should be trained and adept in supporting its current technologies. When the time comes to
implement new technologies, or to design new systems, experts in the field are called upon to
facilitate the implementation. The new technologies are so complex and so tightly integrated, it is
very difficult and time consuming for inexperienced staff to successfully install new applications.
Because of the increased risk and burden on all constituents, AC should consider engaging
experienced experts to assist with new endeavors (like a data warehouse, new email, and portal
technologies) which will reduce total costs (hardware, software, staff time) as well as total risks.

It is extremely important that a culture shift occur to accomplish the following:

o Create a governance structure that can provide input to technology planning and further the
communication about information technology projects and progress

e Define and communicate the I'T support organization’s role to the AC community
e Transfer application stewardship from the information technology group to technology users

e Broaden the scope and responsibilities of the IT Dean to provide more strategic direction for
the College

o Redefine the IT support organization to maximize resources and strengthen support for all
constituencies

By establishing objectives and goals based upon the above items, Amarillo College will become more
efficient and effective in the deployment of technology
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Section 1 - Plan and Objectives

1.1.

1.2.

1.3.

1.4.

Create a governance structure (IT Council) that can provide input to technology planning
and further the communication about information technology projects and progress. This IT
Council will be the single governance group to address technology issues, and will serve as
the umbrella council for special interest groups. Special interest groups could include:
Distance Learning, Faculty Innovation, and Strategic Technology Planning. However, all
strategic technology recommendations should come through this council. It is critical that
this IT Council report through the President’s Cabinet and provide regular communications
to its constituencies.

1.1.1. Create a charter and mission that will establish the IT Council and can provide
input and direction for the IT organization as well as serve as a communication
channel with the College constituencies. The charter should focus on policy-
level decisions, but provide guidance for the College in information technology
decisions and support.

1.1.2. Identify a group of individuals to represent all areas of the College, including
students. Develop a process for appointment, tenure and replacement.

1.1.3. Establish regular meeting times and provide assistance in taking and posting
meeting minutes.

Define and communicate the IT support organization’s role to the AC community

1.2.1. With input from the newly-formed IT Council, create a vision and mission
statement for the IT support organization. The mission should support the
principles outlined in the Amarillo College Strategic Plan.

1.2.2. Create a standard communication plan and utilize a recognized vehicle for
communicating with campus users. This vehicle should provide information
about new projects, project progress, technology updates and staff training.

Transition application stewardship from the information technology group to technology
users.

1.3.1. Establish a robust technology training department to provide and coordinate
end-user training.

1.3.2. Create a staff development/user training plan that will provide up to date
information about the existing technologies and facilitate adoption of
innovations.

1.3.3. Institute teams/committees to provide direction for and stewardship of the

various enterprise applications like Datatel Colleague.

Broaden the scope and responsibilities of the IT Dean to provide more strategic direction for
the College.
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1.4.1. Develop an expanded job description for the I'T Dean position, and consider
changing this position to a Chief Information Technology officer position. The
job description should be focused on developing policies and procedures to
create a sustainable information technology environment.

1.4.2. The new Chief Information Officer will lead the development of a longer-term
strategic technology plan that will support the vision and mission of the

Institution.

1.5. Redefine the IT support organization to maximize resources and strengthen support for all

constituencies

1.5.1. Align the existing positions to match the goals and objectives of Amarillo
College.

1.5.2. Implement a service-oriented information technology framework to provide a

common language among the entire IT staff. It is recommended that AC adapt
the Information Technology Infrastructure Library (ITIL) framework as the
basis of the service delivery. The three key objectives of ITIL are: To align IT
services with the current and future needs of the organization; to improve the
quality of IT services delivered; and to reduce the long-term cost of service
provision.

Section 2.0 - Policy and Procedures

Some of the issues facing Amarillo College in the successful utilization of technology are due to
miscommunications, misunderstandings and lack of policies and procedures. This policy gap impacts
critical areas such as data security, data stewardship, and innovation deployment. The symptoms
include confusion about how to initiate new projects, get reports from the Colleague system, and
fosters “ownership” issues in course design, applications and systems. In order to become a service-
oriented department, policies, procedures and service-level agreements should be written,
communicated, and adopted.

During 2008, Amarillo College should accomplish the following objectives:

o Develop a security policy and procedures to support the policy that will protect AC’s
technology resources while providing appropriate access for faculty, staff and students.

e Draft, promote and implement service-level agreements to support technology users.
Combine the IT help desk with the College’s “AskAC” one-stop information help desk center.
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e C(Create a change management policy and procedures to support, track and implement new
technologies and related projects.

e Institute a data stewardship group that will establish, enforce and document policies as well
as determine stewardship of the Colleague data.

e Develop a user-testing protocol and procedures for each Colleague patch and update.

Each of the above objectives is critical to strengthen support to users, and to ensure the security of
the College’s critical information resources.

Section 2- Plan and Objectives
2.1. Develop a security policy and procedures that will protect AC’s technology resources while
providing appropriate access for faculty, staff and students.

2.1.1. Create security policies based upon the Texas State security standards and
best practices.

2.1.2. Provide extensive user and constituent information security training
2.1.3. Implement new technologies and policies to support the newly-established
procedures

2.2. Draft, promote and implement service-level agreements to support technology users.
2.2.1. Through a newly-formed client services group, solicit input from users to
negotiate service agreements with faculty, staff and students and manage

service expectations.

2.3. Create a change management policy and procedures to support, track and implement new
technologies and related projects.

2.3.1. Develop a database of all campus technologies (Configuration Management
Database), the components, owners and dependencies.

2.3.2. Create a procedure for implementing new technologies and updates that is
communicated to the end users, tracked and assessed.

2.4. Institute a data stewardship group that will establish, enforce and document policies as well
as determine stewardship of the Colleague data.

2.4.1. Identify a cross institutional group to update a data standards document.

2.4.2. Draft and communicate the data standards to all affected and impacted areas
of the College.

2.4.3. Review existing data and identify anomalies and correct errors and duplicates.

2.5. Develop a user-testing protocol and procedures for each Colleague patch and update.
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2.5.1.

2.5.2.

2.5.3.

Identify appropriate users to perform testing after each Colleague patch and
update.

Draft testing scenarios for each module and area.

Create a method by which users can certify that testing has occurred and is
validated.

Section 3.0 - Strategic Planning and Resource Utilization

Amarillo College must begin to approach its technology acquisition and deployment from a more
strategic perspective. By simplifying the technology environment, AC will be able to deploy critical
technologies and be able to maintain, protect and recover. Some of the high impact and visible areas
include creating a strategy for technology replacement, migration to a standard communication tool,
microcomputer lab consolidation and campus wireless saturation. In addition, Amarillo College
should ensure that it deploy its resources effectively by training staff when appropriate and utilizing
vendor assistance when necessary.

Critical objectives to be met include:

e Provide a redundant, secure and recoverable data environment.

e Create an infrastructure and select applications to meet the needs of Amarillo College while
taking advantage of standardization and integrations

¢ Replace and implement technology in a planned, logical and organized fashion that supports
the teaching and learning environment

By meeting these objectives, Amarillo College will be able to strengthen service to students, support
student success, and provide appropriate stewardship of resources.

Section 3- Plan and Objectives

3.1. Provide a redundant, secure and recoverable data environment

3.1.1.

3.1.2.

3.1.3.

Develop a Disaster Recovery plan and a methodology for business continuity in
the event of a disaster. The DR plan should be inclusive of data backup
procedures, data recovery procedures and validation, human resource
contingencies, data center contingencies and a communication plan. This DR
plan should be tested twice annually.

Document and architect an infrastructure that provides adequate redundancy
for Amarillo College’s most critical systems.

Validate and strengthen backup procedures and ensure that all critical data is
recoverable.
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3.2. Create an infrastructure and select applications to meet the needs of AC while taking
advantage of standardization and integrations

3.2.1. Review the enterprise applications (email, portal, ERP, content management,
Resource 25) and determine if there are solutions that might better integrate
for AC.

3.2.1.1. Redesign AC’s Active Directory to provide support for authentication and
single sign on.

3.2.1.2. Consider the elimination of Novell’s GroupWise email in favor of Microsoft
Exchange.

3.2.1.3. As Datatel as recently announced the adoption of Microsoft’s SharePoint
portal as its primary portal, AC should consider and evaluate the adoption of
Microsoft SharePoint portal for its integration with Datatel’s Colleague
product.

3.3. Replace and implement technology in a planned, logical and organized fashion that supports
the teaching and learning environment

3.3.1. Identify all desktop computers that must be replaced and create a prioritized
list.

3.3.1.1. Complete the inventory and categorize according to established desktop
standards. Machines older than four years should be prime candidates for
disposal.

3.3.1.2. Complete the inventory and identify servers for immediate replacement.
Create an ongoing server and infrastructure replacement schedule.

3.3.1.3. Collect College microcomputer lab utilization statistics and determine a
methodology to consolidate the labs and extend additional services and usage
for students

3.3.1.4. Review staffing requirements for PC repair services and effectiveness of
same. There may be significant cost savings that could be realized once old
hardware is entirely eliminated which thereby significantly reduces the need
for service technicians. It is possible to consider reducing the total number of
technicians by as much as 30%. The displaced technicians can be reassigned
to work in AskAC and kept on standby in event of a sudden backlog of repair
requests.

Section 4.0 - Application Effectiveness

The trusted source and most-relied upon transactional system is Amarillo College’s Datatel
Colleague system. This system automates, stores, and retrieves all the business transactions
(including financial aid, enrollment, admission, and student records) for the organization. Amarillo
College is paying a premium for this robust system, and must more effectively utilize its
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functionality to realize an optimal return on its investment. In addition, AC has also purchased
various enterprise applications, like Resource 25, that have extensive and useful functionality. As
noted in the technology assessment, by underutilizing the technologies, AC staff are working harder
and creating alternative processes and shadow systems that impact both productivity and
information security.

Some of the employees at Amarillo College do not know about the full capabilities of the Datatel
Colleague system or do not have the appropriate access to certain information within the system. In
order to perform their jobs, they have created alternative systems (“shadow” systems) to assist in
getting their work done. One office has created a database of minority students which is maintained
on a desktop system. All the information is available in the Colleague system, however, the
department is unable to create queries to access the information required. By helping the user
communities understand the capabilities and functionalities available from these systems, they will
be able to implement new process and eliminate shadow systems.

Some of the most critical topics to be addressed in 2008 include:

e EKducating the functional user community about Colleague and Resource 25 system
capabilities, and deploying AC-owned modules (like Workflow) to improve productivity.

e Developing and implementing new process maps to enhance high-impact functional areas
like registration, continuing education and financial aid.

e Creating in-house training, working manuals and user documentation for Colleague and
Resource 25.

e Addressing the data access and reporting needs of the management team.

By establishing specific objectives and timelines, AC should be able to very positively impact
productivity as well as strengthen service to students.

Section 4- Plan and Objectives

4.1. Educate the functional user community about Colleague and Resource 25 system
capabilities, and deploy AC-owned modules (like Workflow) to improve productivity.

4.1.1. Identify the modules in Colleague that have been purchased but are not being
fully utilized.

4.1.2. Perform user training for at least three modules and create process maps and
documentation.

4.1.3. Perform user training for Resource25 and create new process maps and

document new procedures

4.2. Develop and implement new process maps to enhance high-impact functional areas like
registration, continuing education and financial aid.

4.3. Create in-house training, working manuals and user documentation for critical modules in
Colleague and Resource25
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4.4. Address the data access and reporting needs of the management team.

4.4.1. Review and document any perceived lack of reporting capabilities. Upon
completion of the user training for the three modules, the users should review
the Colleague reports, and subsequently identify any additional reporting
requirements for future development.

4.4.2. Review Data Standards policies & provide recommendations as needed.

BUDGET AND ROADMAP

Amarillo College has a number of critical issues that it is facing. The most critical issue is in its lack
of ability to recover from a disaster. Many organizations do not understand that disasters can be
anything from an equipment failure to losing a single human resource. The disaster recovery plan
must cover all contingencies from data backup and verification, data recovery from backups,
complete system reimplementation, to a hardware replacement plan.

A recent server failure emphasized the backup, training and procedural gaps as well as the
ineffective infrastructure architecture and equipment maintenance. This lack of disaster recovery
applies to the entire data center, including the Datatel Colleague system, email, web services and
the learning management system (BlackBoard). Without a tested disaster recovery plan,
Amarillo College could face the same downtime with any of its enterprise systems.
Therefore, at least one part of this tactical plan must be considered a triage approach to address this
potentially crippling need.

The following section will provide a roadmap for implementation, and will identify the budget impact
for Amarillo College. There is a roadmap for each major impact area.

Impact Area 1 - Culture, Governance and Technology Support Organization

Goal Tasks Responsibility Timeline Budget Impact
Create an information President and Spring 2008 No direct impact
technology governance Cabinet

structure (IT Council)

Redefine IT support Expand IT Dean President Spring 2008 Potential cost
organization responsibilities savings up to
$150,000 -
$200,000
IT Dean, Summer 2008 | annually
Develop new President
organization
structure

Implement ITIL IT Dean
(or similar $10,000 Training
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Goal

Tasks

Responsibility

Timeline

Budget Impact

framework) to
create a service-
oriented
organization

Summer 2008

costs

Communicate IT
support role and
procedures to AC

Create a
communication
plan and execute
the plan.

IT Dean

Summer 2008

No direct impact

Create and deliver

technology training for

all constituents

Create a
subcommittee
under the IT
Council to
recommend
technology
training. Create a
technology
training plan from
input from
constituencies in
all areas including
Datatel Colleague,
general
technology,
distance learning,
Resource 25, etc.

IT Dean

Fall 2008

Reallocation of
positions;
utilization of
existing training
resources.
Possible addition
of new staff
development
funding up to
$100,000

Impact Area 2 - Policy and Procedures

Goal

Tasks

Responsibility

Timeline

Budget Impact

Develop security plan

and strengthen AC

information security

Review State of
Texas security
standards and
best practices.
Utilize the IT
Council to review
policies and
recommend
adoption.

IT Dean

Fall 2008

No direct impact

Adopt Service-level

agreements to support

technology users

Draft service-level
agreements to be
negotiated with
end users so that
support can be

IT Dean

Summer 2008

No direct impact
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Goal

Tasks

Responsibility

Timeline

Budget Impact

tracked.

Create a change
management policy and
procedure

Develop an
internal IT change
management
procedure that will
ensure all updates
are applied
appropriate.

Develop, with the
assistance of the
IT Council,
procedures to
launch new
technology
projects and assist
with technology
acquisition and
implementation

IT Dean

Spring 2008

No direct impact

Implement a Colleague
user-testing protocol

Identify the
appropriate staff
to perform testing.

Facilitate testing
and assist in
scenario creation

Provide a method
for testing
validation and
sign off

IT Dean

Summer 2008

No direct impact

Impact Area 3 - Strategic Planning and Resource Utilization

Goal Tasks Responsibility Timeline Budget Impact
Develop Disaster Document existing | IT Dean Fall 2008 $50,000 to
Recovery Plan infrastructure $100,000

Create and test
procedures for
backup and
recovery

AC would need
to hire outside
expertise to
complete this
portion of the
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Goal Tasks Responsibility Timeline Budget Impact
Test DR plan plan.
Create an infrastructure | Design an IT Dean Fall 2008 $30,000 to
plan infrastructure that $50,000
can take
advantage of AC would need
standardization to hire outside
and integrations. expertise to
Review the complete this
existing servers, portion of the
network plan
hardware, etc. and
create a
technology
environment plan
that is risk-
adverse and is
easily
maintainable to
current staff.
This will provide
the basis for a
sound design and
establish the
replacement cycle.
Establish the framework | Redesign AC’s IT Dean Spring 2008 $25,000 to
for identity management | Active Directory $30,000
AC would need
to hire outside
expertise to
complete this
portion of the
plan
Eliminate Novell OS to Migrate from IT Dean Spring 2008 $40,000 to
simplify environment GroupWise to $50,000
and save costs in the Exchange
long term AC would need
to hire outside
expertise to
complete this
portion of the
plan
Evaluate the SharePoint | Review options for | IT Dean Fall 2008 No direct impact.
portal for integration portal
with the Datatel implementation
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Goal

Tasks

Responsibility

Timeline

Budget Impact

Colleague product

and determine its
best use for AC

Replace classroom and
desktop technologies on
a planned rotation cycle

Complete desktop
inventory (printers
and CPUs and
monitors) and
replace up to 1/3 of
all equipment that
is 4+ years old.
Eliminate rolling
computer
replacements.
Every computer
should be replaced
on a 4-year cycle.

This would
potentially mean
leasing or
purchase
approximately 900
computers
annually.

Mediate all
classrooms (320
rooms with
internet,
sound,projection,
computers and
lighting), which
would require
installation or
replacement of
approximately 100
rooms annually
over the next 3
years.

Faculty computers
should be matched
to classroom
technology when
possible.

IT Dean

Summer 2008

Total cost range
depending on
leasing or
purchase:

$1,000,000 to
$900,000
(outright
purchase) or a
lease of
approximately
$250,000 to
$280,000
annually for 3
years.

Collect lab utilization
data to determine a
methodology for lab
consolidation. AC

Identify a single
location on each
campus that can
house a large

IT Dean

Summer 2008

No direct cost for
data collection.
Lab costs to be
determined.
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Goal Tasks Responsibility Timeline Budget Impact
should make every effort | multi-use open lab Anticipate some
to provide multi-use labs | environment for cost savings in
for students that is open | students. The lab lab staffing.
longer hours and is more | should be open
accessible. extended hours

and provide both
technical and
tutorial services
for all disciplines.
A lab design
should be
completed after
the utilization
data has been
collected.
Impact Area 4 - Application Effectiveness

Goal Tasks Responsibility Timeline Budget Impact
Educate user community | Identify and IT Dean Fall 2008 No additional
about AC enterprise assess the cost — Datatel
applications Colleague modules can provide this

that have been service
purchased but are
not being utilized.
Identify at least 3
modules as areas
for improvement $60,000-$80,000
and create process
maps and AC would need
documentation. to hire outside
expertise to
complete this
portion of the
plan
Assess data reporting Interview user IT Dean Summer 2008 | $30,000 -
needs communities after $50,000

Colleague training
to identify
strategies for
reporting

AC would need
to hire outside
expertise to
complete this
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Goal Tasks Responsibility

Timeline

Budget Impact

portion of the
plan

Total direct costs for implementing this tactical plan are:

Area Approximate Costs
Minimum Maximum

Impact Area 1 — Culture, Governance, and Technology Support $110,000 $150,000
Organization

Impact Area 2 — Policy and Procedures %0 $0
Impact Area 3 — Strategic Planning & Resource Utilization $425,000 $1,230,000
Impact Area 4 — Application Effectiveness $115,000 $165,000
Total Tactical Plan Costs $650,000 $1,545,000

TACTICAL PLAN SUMMARY

As illustrated throughout the roadmap, Amarillo College has an extensive amount of triage work
that must be completed quickly to ensure that its vulnerability cannot be exploited. This plan
provides a one-year snapshot, but also provides for considerable cost savings over the course of the
next five years — in personnel savings, hardware savings and other costs.

Because this tactical plan had to address the hot issues, emphasis must be placed on solidifying the
infrastructure. The desktop replacement plan will have a significant impact on the College
community and will also allow for major information technology staff reorganization. These are
difficult tasks to undertake and will require strong support from the administration.
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APPENDIX A - IT TACTICAL PLAN BACKGROUND

uring the Fall of 2007, Amarillo College undertook an aggressive project to rethink its

information technology strategy and take steps to proactively deploy resources to meet the

needs of its constituents. The approach was a two-step process — first, AC took stock of its

existing resources, and identified its direction and strategies to achieve the goals through
technology. Subsequently, a short-term tactical plan will assist them in prioritizing and deploying
information technology projects. This report provides the foundation for short-term tactical
planning, and identifies the issues currently facing Amarillo College.

EduServe consultants were on-site and performed interviews with the administration, faculty, staff
and students. In addition, the team reviewed documentation provided by AC staff prior to, during
and after the on-site visit. This report, prepared by the consultant team, will provide Amarillo
College with an objective perspective on its current technology environment as well as
recommendations for additional application of best practices.

Vision

Amarillo College’s Strategic Plan clearly outlines the institutional vision. This plan also contains
several objectives that target the information technology area. The faculty, staff and administration
have an extensive vision for ways to serve students through the application of technology that is
reflected in the Strategic Plan. The vision includes:

e Delivering high quality online degrees and certificates

e Providing online student services, programs and access on a 24/7 basis

o Creating efficiencies in administrative processes

e Utilizing state of the art classroom technologies
This vision was communicated at every level—from the President to faculty to students. While the
vision has not been reached, Amarillo College has the fundamental resources to meet its objectives
and realize their vision within a relatively short time. AC’s strengths include:

e Robust enterprise resource planning system (Datatel Colleague)

e Sound infrastructure (network and bandwidth)

o Staff that are interested and committed to student success
Colleges and universities that are able to reach their vision utilize a best-practice approach to
building the environment to support the outcome and plan the resource deployment accordingly. In
the past, Amarillo College has taken a more reactive approach to meeting the needs of its
constituents, losing some of the advantage of strategic planning in building the foundation.
For example, there is a desire to move from its current faculty/staff calendar/email system

(GroupWise) to use Microsoft Outlook. While this move in itself may have positive outcomes, the
institution must understand how this system will fit into its overall strategy and architecture. Best
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practice calls for simplifying the environment and standardizing technology platforms to provide
better service and make it easier for the technology staff to support the College. Some things that
must be considered as the new architecture is designed would include: Datatel’s announcement of its
new portal technologies; how Amarillo College will communicate with students in the future; and
consideration of standard databases across the organization. By planning the Outlook deployment
carefully and thoughtfully, Amarillo College can avert future redeployment and can simplify the
environment considerably — all leading to efficiency, effectiveness and reduction in costs to the
organization.

It is recommended that Amarillo College utilize this opportunity to rethink its approach to
technology planning, and begin a process that continually evaluates its architecture, and deploy
appropriate technologies that will simplify, interface, and support the vision for the future. This
must be accomplished through strong leadership from the IT Dean, and the mid-level IT
management team must work together to coordinate resources and support.

INFRASTRUCTURE

This assessment will highlight areas of IT equipment and procedures that lack management
capabilities, or have developed weaknesses and vulnerabilities over time. Also included are high-
level recommendations and, when appropriate, specific product recommendations. Subsequent tasks
of the infrastructure upgrade project can then focus in each of these areas with technical,
administrative or process improvements (or a combination of the above).

This assessment was performed after documentation review and on-site visits to collect data at the
following locations: AC — Washington Street Campus, AC — East Campus, AC — West Campus.

LAN/WAN/MAN

The existing Cisco line of network “edge devices” (or workgroup-level) is interconnected to the Cisco
6X0X series of Core Switches via hub and spoke fiber infrastructure. Interconnection to the West
Campus is accomplished via a dedicated wireless point to point microwave link. Connection to the
East Campus is done via T1 as are the other campuses.

The inter-building backbones operate at a switched 100 MB or 1 GB speeds. The wiring closets and
racks were logically wired, seemingly well managed and maintained.

The current design is based upon Layer 2 switching — which does not adequately segregate or isolate
traffic — example: packets intended to be sent to an office printer could circulate and intermingle
across the offices, across the campus and even other campuses.

Based upon interviews with key constituencies, AC personnel, faculty and students have begun
regularly using or depending upon very high bandwidth requirement applications, e.g. streaming
media videos for the Nursing Department. Despite this increasing demand, those interviewed both
on the user and provider side, did NOT indicate any issues with latency. However, as bandwidth
requirements steadily increase, latency issues may become noticeable in very short order.
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Similarly, the IT Department along with the Administration is committed to providing students open
wireless internet access throughout the campus.

Identity management, security and Active Directory, properly configured is a prerequisite to a safe
wireless environment.

Wireless access points which are completely independent of the College’s current LAN/WAN and
isolated to a separate ISP connection is an alternative, but there are potential support implications.
Critical is the potential for inadvertent “cross-bridging” between the public, unsecure network and
the campus network.

The following recommendations should be considered for future deployment, but are not required
immediately:

e AC should investigate upgrade of the existing Cisco 6500 core switch (the addition of a blade
for the existing chassis to enable and configure for Layer 3 switching (which can segregate
and isolate traffic to designated VLANSs and can be defined either as virtual workgroups or
done physically based upon geography (within offices clusters or building).

e Such design will require incremental upgrade of existing equipment and purchase of Layer 2
mid-core type switches, to be inserted in-between the existing Core and Edge switches. As
observed, insertion of a mid-tier does not appear that it will require any significant re-
cabling or additional fiber interconnects. Networking staff had indicated plans were already
under way to convert from Layer 2 to Layer 3 switching.

e  Where possible, to replace existing 100MB backbones with 1GB capable backbones switching
components.

e Investigate the implementation of “caching appliances” within various points of newly
created VLANs. AC has begun the widespread use of streaming media content as web-based
delivery. A caching server will cache (temporarily store) the streamed media closer to the
point of demand, reducing redundant traffic and requests from continuously traversing from
requesting source back to the core delivery server.

This caching server technology would notably be advantageous for the West Campus; since
the Allied Health Care departments have become heavy users of streaming media.

Network Operations Center

As the AC network has grown/expanded physically — so has the mission-critical expectation from
end-users (customer-students), faculty and staff. As with any complex technology, proactive
monitoring of its health, spotting trends and identifying trouble spots is a requirement.

e AC should investigate purchase and implementation of a robust network operation
management technology, i.e. SunNet Manager, HP OpenView or IBM Netview and
implement RMON probes within capable network infrastructure device.
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e AC has already invested in Packeteer, Solar Wind, Fluke Etherscope and other network
monitoring/filtering devices, which are designed to specifically shape and assign priorities in
the network queue, based on application. Robust monitoring and analysis tools will
accurately paint a picture of how best to exploit the capabilities of Packeteer and like
technologies.

e Having a network monitoring and analysis tool will provide greater insight into potential
security threats, quickly identify malicious activity and/or unintentional but nevertheless,
harmful activity and pinpoint the source.

Active Directory Design

Amarillo College selected Microsoft’s Active Directory to create a “gateway” to institutional
resources. Active Directory is a very powerful tool if implemented appropriately, and can provide
organizations with a way to control resources and better serve its users. While Active Directory is
already in place at Amarillo College, its power should be exploited to gain efficiencies and contain
costs.

The Active Directory uses the concept of Domain Controllers and Flexible Single Master Operations
(FSMO) roles to allow flexibility in designing the Active Directory. It also allows the creation of “AD
sites” to represent the physical network topology. It is important to properly place domain controllers
and assign FSMO roles, based on the AD site topology in order to minimize WAN traffic and ensure
service redundancy.

The DNS service is extremely important to the function of the Active Directory because it serves as
service location as well as for hostname-to-IP resolution.

e No critical deficiencies were uncovered. However, there is a desire for single ID sign-on for
the variety of disparate applications. A well designed Active Directory schema and LDAP
capabilities will facilitate the deployment of single sign-on. The Active Directory provides
the foundation for enabling application access without requiring separate logons.

o AC currently utilizes two PIX 505 used in a tandem failover design. The PIX 505 is “end of
life” but can, for the timebeing, still function adequately despite lack of official support from
Cisco. AC should consider migration to new Cisco firewall technology in addition to
incorporating Radius or Radius-like authentication technologies to further protect the system
from unauthorized use.

Desktop support tools
Given the need for remote end-user desktop support, there is no consistent method for providing
desktop support. Remote Desktop, although built-in, does not allow direct “console” access to the user

desktop, so it may not be a good alternative.

o AC should consider software that allows remote desktop access (not just remote login, like
Remote Desktop) such as Carbon Copy, PC Anywhere, etc. Also review remote software
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deployment tools such as MS Software Update Services (for distribution of Windows
patches), Altiris suite, etc

Desktops

The desktop hardware consists of a mix of approximately 2-8 years old, and upgrades are tiered
without a formalized policy. Informally, the practice generally targets upgrades of machines towards
student labs first and the machines in student labs “trickle down” to faculty and staff.

Each desktop group is burned using Ghost — but Access Control groups appear to be based on the
image burn. AC should strongly consider utilizing a network dependent/workstation independent
method of authentication onto a local workstation. As mentioned in the security section above,
LDAP enabled applications make this possible. In order to simplify that process for to create student
logons for campus computers, AC should implement an authentication schema using LDAP. This
would obviate the need for local IDs being burned into each machine.

e AC must consider replacing desktops and laptops that do not meet the minimum
requirements to successfully operate XP and Vista with a single new hardware platform.

e Standardize on an automated, software distribution method for LAN-based environments
(e.g. Altiris Express, MS RIS or Symantec Ghost) local security.

The current practice of using a generic logon in open labs and leaving them on all day represents a
security risk. The enhanced Active Directory implementation could rectify this situation.

POLICIES AND PROCEDURES

One of the issues facing Amarillo College is that there are few policies/procedures in place to support
critical areas such as data security, data stewardship, or innovation deployment. This causes
confusion among faculty and staff about how to initiate new project, get reports from the Colleague
system, and fosters questions of “ownership” of applications and systems.

Datatel Colleague

Datatel provided an Exit Report in November of 2002. To date there are several recommendations
that have not been implemented such as:

e A reporting solution that incorporates the use of live as well as data warehouse information
with the future needs of the college in mind.

e More end user involvement for a smooth continuing operation of the system.

e Functional areas need to create a process inventory list of all tasks that they work on. If this
doesn’t occur, institutional knowledge will be lost when employees leave the college or move
to other departments. Note: There are some departments who have done an excellent job in
creating process manuals.
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Amarillo College has created an excessive amount of virtual fields and while it is too late to remove
unnecessary fields, in the future the AC must take a more cautious approach. AC should continue to
utilize and expand its data stewardship group to establish, enforce and document policies as well as
determine stewardship or custody of the various data.

Users reported that the system “breaks” after updates have been applied. Amarillo College must
create an institutional process for testing patches and updates in Colleague. This is a critical quality
assurance step and needs to be heavily emphasized. The users of the system, not the technical staff,
need to be responsible for testing all the scenarios that occur on a frequent or infrequent basis as a
result of their daily work. The technical staff should be available as a resource to assist users.

A number of implementation issues remain. For example, there are modules (like Workflow and
Communications Management) that could be leveraged to streamline processes. Currently the staff
has created workarounds and shadow systems to make Colleague workable. Reporting is very
difficult and is an area that must be revisited. Each department reported difficulty in getting
information from the Colleague product. It is highly recommended that an institutional data
warehouse (longitudinal reports) and operational data store (current data) be developed. Staff must
be trained to extract data and generate their own reports.

The existing committees, HR, ST, CF, SDMT and COT used for Datatel support were effective for the
implementation of Datatel, but need to be reevaluated and possibly streamlined with new goals and
objectives.

There are a variety of software products other than Datatel that have been implemented at Amarillo
College, such as Resource 25, WebAdvisor, Safari, and Campus Cruiser. Most of these are not being
utilized to their full potential. In addition, there are some integrations i.e. AccuPlacer, that need
attention so that staff are not duplicating data entry.

Instructional Technology and Distance Learning

AC has a number of academic labs distributed throughout the campuses. These labs are used for a
combination of teaching and open learning spaces. Amarillo College should consider consolidation of
the labs to take advantage of efficiencies in staffing and concentrate resources for deployment
throughout the organization. In addition, it is important that classroom technologies and faculty
computer resources match.

The eLearning Center at AC is in the process of transitioning from WebCT 4.0 to BlackBoard CE 6.0.
It is critical that there be a coordinated transition plan that brings resources from IT, faculty and the
eLearning staff together.

One of the issues facing the eLearning group is clarification of the role and mission of the
organization. Currently, there is not a plan to impact enrollment through distance learning nor are
there policies and procedures that can facilitate faculty adoption of the technology. The lack of a
Distance Learning Strategic Plan is a serious limitation. Without such planning, it is impossible for
good decisions to be made and for the various units with responsibilities for distance learning to
work together effectively.
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GOVERNANCE

Amarillo College generally has a relatively-sound technology environment. The Network Services
area seems to be well regarded, well managed despite the academic institution-wide problem of
retaining experienced or well trained specialists. The primary issue for Amarillo College can be
directly connected to IT leadership and IT governance.

e Too many IT Committees that have little or no impact.

When a communicated plan is lacking, an organization attempts to create a method for
addressing perceived needs. In this case, the Amarillo College administration has
created a number of IT-related committees in an effort to close the communication and
leadership gap. It is the core responsibility of the information technology division to
provide a support organization, the technology environment and tools to assist the
College in reaching its goals.

e Inability of leadership to clearly define policy with respect to distribution of new
equipment and make the process transparent.

This is evident in the lack of a distribution policy for delivery of new technology to
faculty, staff and classrooms.

Over time, the Amarillo College network has evolved to the point where it is the hub of the
institution. Therefore, as a critical asset, IT management and the management of the institution
must share the same goals and objectives — and clearly communicate those goals, plans and
procedures. Information Technology services must manage, operate and maintain the technology for
the institution.

A single technology steering committee which well represents the interests of all constituencies
is chartered to define project priorities and funding. Any other committees would be ad hoc or a
subcommittee to this IT Governance Council.

Amarillo College should prioritize its overall technology needs, and then identify funding sources
to meet the objectives. It is important that the IT department communicate the impact of the
projects as well as timelines and progress toward the goals.

STAFFING

The issue raised by the IT staff with attracting and maintaining employees is real. Of late, AC has
seen an exodus of experienced IT talent which is not easily replicable through training. Even once
trained, Amarillo College will probably be continually faced with retention issues — as salaries are
not aligned with industry. Without alternative compensation structures or other enticements, that
issue will likely remain. It is also likely that staff may have opted to leave AC because of the
perceived inability for advancement.
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Amarillo College should review IT roles, responsibilities and placement within the salary structure.
It should consider using short-term, project-based contract assistance for any project for which there
is no staff expertise, as long as the outsourced projects are appropriately managed and monitored.
AC should ensure that the implemented technologies are designed for commodity, turn-key
maintenance and operation.

The College should review the organization and make sure that I'T functions are overlapped across
the staff to eliminate special dependence on any single individual. With cross-training, the
organization will be better able to cope when and if staff terminate.

As the organization deploys new technology (desktops, laptops, remote access), there is an
opportunity to change the way technology is supported. It is recommended that AC reevaluate the
staffing levels and skill sets required to support new technologies. Amarillo College should also
review the procedures and organization for supporting the Datatel Colleague system. Consideration
must be given to a “cultural” shift away from an IT-centric position to a user-driven environment.
This would give the users the power and ability, along with the responsibility, to prioritize projects
and manage the system.

GENERAL RECOMMENDATIONS AND OBSERVATIONS

The following list of needs, observations and recommendations are presented as a precept to the
tactical plan. In order to achieve the goals, all the recommendations should be addressed. However,
the design must be incorporated into an over-arching tactical plan.

Of utmost importance for Amarillo College is the need for a test Disaster Recovery
plan. Amarillo College is extremely vulnerable, and there is no guarantee that the
data center could recover from a hardware failure, natural disaster or loss of staff.

The budget, policies, and service responsibilities of technology need to be centralized, while the
responsibility for goals and means of achieving those need to be decentralized. For example, IT
should provide computer equipment according to centralized standards and departments like
Financial Aid and Business Office should maintain the rules and processes necessary for their
own Colleague modules.

AC needs to develop a planned implementation for the upgrade of WebCT to BlackBoard

There is a need for a central communication strategy (portal — email)

AC would benefit from creating a strong identify management strategy that could be used for
stronger security, network authentication, single sign-on for a variety of applications.

Consideration should be given to providing a comprehensive virus protection solution
Complete the process of computer inventory.

Develop a computer replacement plan to determine what areas and individuals need new
computers and what level of computer standards are needed.
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Computer replacement schedule should place a priority on academic programs, particularly those
faculty engaged in online instruction (because of the LMS implementation).

Thorough evaluation of computer labs, i.e., infrastructure, PC’s, software, usage, staffing, etc.
This information will help financially and functionally in developing the vision they need to
better enable success for the student and AC.

AC’s IT leadership must provide vision/strategic planning, gain administrative confidence and
empowerment so the I'T team cannot only perform their responsibilities better, but to encourage
innovation.

Too much input from a variety of committees with no method for action or prioritization of needs.
Employees need access to data to make decisions.

Institutional Research function would operate more efficiently with a data warehouse and
operational data store.

Eliminate shadow systems used for decision making and board reports.

Training IR staff on advanced Query Builder with the expectation of them training end users
would be the most effective method - financially and functionally - of delivering very much
needed report training.

Develop a central location for some queries. However, caution must be taken when all queries
are housed in a central location to avoid a FERPA violation.

The existing committees, HR, ST, CF, SDMT and COT used as Datatel support were effective for
the implementation of Datatel, but need to be streamlined with new goals and objectives
developed.

Datatel workflow would be beneficial for CE staff. In addition, better communication between
CE and Student Services is needed to minimize frustration and time consuming fixes to system
problems.

Evaluation of the current MyAC portal should be a priority.

Implement Instant Enrollment to WebAdvisor for Professional & Organizational Development
(POD) to enroll students online. This module is inexpensive, easy to implement and very user
friendly.

Amarillo College should revisit role-based security within the Datatel Colleague product, and the
level of security rights assigned to the various departments and individuals. Security rights
should protect student and employee information but should not hamper an employee’s ability to
perform their job.

Need to develop a good communication mechanism when making policy changes.
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Technicians are spending too much time repairing old computers by installing old software on
new computers and trying to make it work. Policies should require regular upgrades to
hardware.

Evaluate ADA compliance with all technologies.

Log calls into the help desk software to track and evaluate problem areas, determine training
needs, etc.

Power users in Continuing Education need to be trained on how to build queries.

Expand the utilization of Schedule 25 and include additional departments (such as Continuing
Education). Explore the full functionality of Schedule 25 and the integration with the Colleague
product to more fully automate room assignment.

To protect students and employees, Amarillo College must discontinue using social security
numbers in all applications and system. Sensitive data that is maintained on desktop drives
should be moved to a secure location to reduce the risk of identity theft.

Amarillo College should begin to migrate Colleague system ownership from IT to the end users.
Additionally, the end users must be accountable for data integrity and reporting.

The College should to develop a comprehensive technology training plan and user manuals for its
employees, including Colleague power users and end users. The training plan should include
security awareness, how to access technology services, use of new applications as well as
acceptable use policies.

The College must invest in the ongoing training of IT staff.

SUMMARY

The assessment highlighted four major areas that must be remediated for Amarillo College to meet
its vision and goals for the future. Those four areas are:

1. Culture, Governance and Technology-support Organization
2. Policy and Procedures

3. Strategic Planning and Resource Utilization

4. Enterprise Application Effectiveness

The tactical plan for Amarillo College will provide a roadmap and framework for addressing each of
the four major areas.
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